The Ultimate Online Experience™

Managed Firewall

As the Internet has evolved into a medium of choice for most companies to
communicate, the security risks have grown accordingly. Most organizations now
provide network access via the Internet to mobile employees, partners, suppliers and
customers; this creates security loopholes for others with il intent to leverage. Firewalls
establish strong perimeter security; however, it also becomes the focal point of attack.
For a company to effectively secure critical information, it takes more than adding

the latest security hardware and software. For a firewall to be effective, it must to be
configured, managed and updated on a regular basis. This is where Internap can help.

Key elements in keeping up with a wide variety of evermore complex network security
threats is developing a comprehensive security plan, which includes the Internap®
Managed Firewall service at the core with the following:

Our Security Experts become an extension of your in-house IT staff, providing best
practices in security policy and configuration to allow the maximum level of security for
your network.

Managed Service — our security experts will keep your security appliance
up-to-date with firmware and security patches as new vulnerabilities are discovered.

Hardware Firewall Appliance — FortiGate from Fortinet offers the highest level of
security at a very attractive price performance ratio, which is included with the Internap
Managed Firewall service.

Flexibility — Internap Managed Firewall service can fit any network topology with little
or no network changes. This service can support many modes of operation, including
transparent, route and Network Address Translation (NAT). In addition, the firewall
works with any ISP supporting static addressing, dynamic addressing and PPPoE.

Reporting — The customer portal provides your in-house IT staff with access to real-time
firewall information, logs which include in and out access, as well as system event information
in easy-to-understand templates for regulatory compliance or management review.

Built-ln DHCP Server allows the firewall to assign the network-addressing information
to local area network computers.

Virtual Private Network (VPN) — Built-in robust VPN functionality allows for site-to-site
secure access from branch office and remote sites.

Upgradable Options — SSL VPN, Gateway Anti-Virus, Anti-Spam, Content Filtering,
Intrusion Prevention System and High Availability
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Features

 Fully managed solution
(24x7x365 protection and support)

* Implementation and configuration
» Security policy configuration

« Off-site back-up configuration
storage

* Built-in site-to-site VPN capabilities

» Firmware and security patch
updates

 Policy changes within 24 hours

* Industry-leading Fortinet FortiGate
appliance included

» Hardware replacement within
24 hours

Benefits

» Cost effective — no need to hire

security experts or train internal
IT staff

* Reduces likelihood of

business interruption due to
compromised security

* Reporting — portal offers templates

to generate user-friendly reports,
as well as detailed reports for
regulatory compliance

* Fits any network topology with little

or no network changes

877. THE.PNAP (877.843.7627)
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