The Ultimate Online Experience™

Managed Unified Threat Management

Getting and staying ahead of the ’vulnerability curve’ is a challenge faced by many
organizations. At the same time, business processes require organizations to provide
access to mobile employees, partners, suppliers and customers. For a company to
effectively and securely share critical information with remote users, it takes more than

a firewall. Attackers are constantly evolving their network subversion methods to take
advantage of these application vulnerabilities to compromise the services allowed
through the firewall. The bar has been raised and simply adding the latest security
hardware and software is no longer enough. With Internap® Managed Unified Threat
Management (UTM) service, you receive a proactive and powerful network surveillance
system that is configured, managed and updated on a regular basis by security experts.

Key elements in deploying a comprehensive security plan require at the core the
Internap Managed Unified Threat Management system, which includes a Managed
Firewall/VPN, Managed Intrusion Prevention System (IPS), Gateway Anti-Virus,
Anti-Spam and Content Filtering service with the following:

Our Security Experts become an extension of your in-house IT staff, providing best
practices in security policy and configuration to allow the maximum level of security for
your network.

Managed Service — our security experts will keep your UTM security appliances
up-to-date with signatures, firmware and security patches as new vulnerabilities
are discovered.

Hardware Appliance — FortiGate from Fortinet offers a high level of security at a
very attractive price performance ratio, which is included with the Internap Managed
UTM service.

Flexibility — Internap Unified Threat Management system can fit any network topology
with little or no network changes.

Granular Control — Rule-based management provides ability to enforce strict
compliance to corporate security policies.

Reporting Portal — Extensive auditing and logging capabilities that offer fully
customized reports in easy-to-understand formats.

Compliance with regulatory and best practice requirements, such as FSA, DPA,
Basel, ISO 17799, HIPAA, GLA and other regulations.
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Features

 Fully managed solution
(24x7x365 protection and support)

* Implementation and configuration
» Security policy configuration

« Off-site back-up configuration
storage

 Signature, firmware and security
patch updates

 Policy changes within 24 hours

* Industry-leading Fortinet FortiGate
appliance included

» Hardware replacement within
24 hours

Benefits

» Cost effective — no need to hire

security experts or train internal
IT staff

» Granular control provides

appropriate level of security

* Reduce time and cost associated

with intrusions

* Fits any network topology with little

or no network changes

 Proactively identifies and stops

most network and application
level attacks

* Reporting — portal provides user-

friendly reports as well as detailed
reports for regulatory compliance

877. THE.PNAP (877.843.7627)
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